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Abstract

Product lines (groups of similar products) have been well-received in organizations that develop products that
contain embedded software, yielding improvements to change management and reuse. These techniques, however,
only begin to address the wider issues of integrated systems engineering, and certainly do not yet address highly
complex configuration and reconfiguration scenarios such as those found in Integrated Modular Systems (IMS).

We believe that there is benefit to be gained by applying the successful disciplines of software product-line
engineering to IMS evolution. An IMS is a networked computer systems providing (potentially safety-critical)
embedded control and monitoring functions, and as such may eventually use highly complex dynamic
reconfiguration techniques. These techniques will evolve and mature over time, and it would be useful to put a
support environment into place to deal with configuration throughout the evolution of the technology.

The impact of the different possible configuration and reconfiguration schemes can be assessed by instantiating
them as staged product-line configuration processes. Our assessment highlights areas that will be affected as
reconfiguration decisions (bindings) are deferred to run-time, resulting in a number of technology recommendations
for the implementation of IMS s — in particular, for a simple fire and smoke detection system.

Introduction

Embedded software systems are nearly always good examples of product lines — groups of products that share
enough similarity that it is useful to consider them as variants on a single common core (refs. 1-4). They tend to
share technology, functionality and consumer markets, leading to significant savings when these shared aspects are
used as a basis for organization and reuse. Indeed, some of the most successful reported uses of product line
technology (refs. 5-6) have been in the context of embedded systems.

So far, product line techniques have been applied successfully in relatively few domains. As product line technology
continues to mature, it becomes capable of addressing more and more of the issues that are relevant to a wider range
of domains. The advances in the last few years include ever-improving tool support for product line scoping,
definition and configuration (refs. 7-8), concepts of staged configuration and customization (ref. 9), and more
rigorous formal semantics for product derivation models (ref. 10).

Among these advances, very little effort has gone towards the use of product line technology to manage complex
safety-critical and safety-related control systems. These systems have specific characteristics such as control loop
behavior, safety analysis and maintenance scheduling that must be considered together with more general
characteristics of functional behavior, timing, throughput, weight and size that are commonly associated with
embedded devices.

In product lines, the three main phases are scoping, asset engineering, and product configuration. The scoping phase
identifies the products that it must be possible to create, based on various marketing and technology factors. Asset
engineering processes create the frameworks, components, generators, tests and other assets that are needed to
support the scope of products. The product configuration phase responds to a particular customer or market need by
assembling a consistent set of assets into an appropriate product. This paper is principally concerned with this last
phase, and its application in safety-critical systems engineering.

In the safety-critical domain, Integrated Modular Systems (IMS) technology is most appropriate for product lines.
An IMS is a networked computer system providing embedded control and monitoring functions within a platform
such as a car or an aircraft. The use of such systems in vehicles means that the control and monitoring functions are
potentially safety-critical, so health monitoring and reconfiguration are primary concerns in the IMS infrastructure.
The networked computing environment provides many different opportunities to reconfigure in response to faults



and errors arising in the system. Reconfiguration is typically handled by a program manager and a database of
available configurations within each execution node in the network; the configurations are generally calculated
offline and their identification may involve a number of search techniques (refs. 11-12). Reconfiguration requires
the trigger to be identified (such as a failure), the appropriate next configuration to be identified and a safe transition
process to be enacted. In this paper, the focus is on the calculation of an appropriate “next” configuration. We use an
example fire and smoke detection system (ref. 13) as shown in figure 1 as a typical IMS application. Fire/smoke
detector appliances are distributed throughout a passenger vehicle — in this case, an aircraft — and connected to a
detection system with a standard CAN bus. The detection system also communicates over various other channels
with navigation, control and maintenance systems. It may be implemented on any number of networked IMS
processors, although the original example uses only a single detection system.
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Figure 1 — Example IMS Fire/Smoke Detection System (adapted from reference 13)

Designs that use IMS technology currently have very limited reconfiguration rules as embodied by recommended
practices such as Arinc-653 (ref. 14) and ASAAC (ref. 15). We expect that the maturing IMS technology will be
used in more and more systems, establishing a pedigree and a knowledge base; meanwhile, automated tool support
and faster processing capabilities will allow the user to search a larger number of configurations, and configurations
involving increasingly diverse network elements. The necessary elements for a reconfiguration of an IMS (ref. 12)
include:

e The set of applications in the system, and how they are allocated to computer systems.
e The set of viable system configurations and the set of possible transitions between configurations.
e The maximum time any part of the reconfiguration can take.

e The characteristics of the system’s operating environment that affect what services are most important in a
particular time and place, and how and when services can be altered.

e The possible combinations of those characteristics that need to be considered when determining potential
configurations for the system.

e The relative value that each configuration will provide to the user under each potential combination of
environmental characteristics.

Not all of these elements are explicitly catered for in current IMS technology; the following factors represent the
changes that IMS is expected to undergo as these elements become more important:

e Functional Integration: are the applications mapped to the IMS structured according to the boundaries of
the physical system or according to the boundaries between different functions?

e Segregation: are the applications partitioned using physical means, logical software support or both? What
are the implications for segregation of a change in the configuration of a system?



e Cardinality: does the system have more than one configuration, or are all modes and failures handled
within a single configuration?

e Reconfiguration: How does the context of operation affect reconfiguration? Is reconfiguration allowed in-
flight? Is the reconfiguration process different in different modes or phases of operation?

e Recovery: are partitions allowed to restart? Does that depend on the context of operation?

e Discovery: is the database of possible configurations simply a static list, or is there some online calculation
involved?

As these factors vary, there may be a wide-ranging impact on the technology and processes used in deriving
configuration schemes. There could be a completely new framework for configuration and deployment at each stage
of evolution, a situation that could become impractical and costly. This paper is concerned with the derivation of
technology recommendations that will help to minimize those changes. This derivation is performed by modeling
the IMS configuration process in terms of product line configuration.

The next section reviews related work in product line configuration. The following sections introduce the concept of
a staged configuration process, relate this to a generic IMS process, and follow along with the evolution of that
process using the variations outlined above. The results are discussed in terms of the case study in fire and smoke
detection where applicable.

Product-Line Configuration

Although product line engineering techniques are typical of the software engineering domain, they are mostly
concerned with physical products such as network switches (ref. 16), automotive subsystems (ref. 17) or mobile
telephones (ref. 18). In software product line engineering, products are described in terms of the features that they
exhibit rather than by the components that provide those features. This provides a useful abstraction for
requirements elicitation, product marketing and user guidance. Product line features are organized into a feature
model that describes their allowed combinations and parameters in any one product. A dedicated product-line
engineering process ensures that the scope of variation in the feature model accurately represents the actual scope of
variation in the products.

The more usual software configuration management techniques are structured for teams of software engineers
collaborating on a single software project as it evolves. They manage the different instances of the project code as it
changes from one version to the next, and as different engineers work on different parts of the project. However,
configurations in the sense of a product line represent different products at the same stage of development. A
product configuration is represented by a selection of features from the feature model; the choice among a number
of feature alternatives for a product is known as a binding. In a simplistic product-line engineering environment, a
generator-style configuration system will take a feature model and a desired configuration, and bind all of the
configured features in one pass (ref. 2). The resultant product description may map to specific implementation
artifacts, or it may operate as an input to another generator process; it may also be useful to drive some of the
implementation processes directly from the configuration specification.



One particular advancement on this one-shot model of configuration is the notion of staged configurations (ref. 9).
Instead of binding from a number of possible sets of product features into a single set of product features, a number
of intermediate stages are used; this allows for partial configuration of the feature model for use in communicating
between different organizations or for controlling particular subsets of the product line. A simple two-stage product
line process is shown in figure 2 using the UML SPEM activity notation (ref. 19). Here, the intermediate stage is
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Figure 2 — Staged Product-Line Process
drawn with a double line.

The product-line processes depicted in figure 2 represent interaction between an operating system supplier and an
embedded system developer. The embedded system developer supplies some description of needs to the operating
System supplier; the product that is decided on and specialized is an operating system product line that contains
features relevant to the family of embedded systems being developed. The embedded system developer then decides
on the OS features to include with each product, configuring the specialized product line to a set of features for
inclusion with the product. The benefit of this level of control over features is that the process model shows where
deferred decisions are carried out, and where the responsibility for those deferred decisions lies.

IMS as a Product-Line Process

Our model of an individual IMS platform is relatively abstract, depicted in Figure 3. The computer system
functionality is packaged as a number of individual applications. Each application uses Operating System services to
access the various sensors and actuators needed to perform its function. Each application also uses the operating
system services to gain access to computing resources to determine the appropriate actions given a set of sensor
inputs. Processors are expected to form partitions to isolate application execution environments, either by physically
allocating the applications to different processing nodes, or by imposing some form of software-based partitioning.
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Figure 3 — Generic IMS Structure
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The general program manager component is responsible for the overall health of the system. It performs local
accommodation for minor problems, such as the loss of one of group of redundant sensors, and communicates with
an operator to authorize configuration changes for more serious problems. In future systems it is envisaged that an
increasing number of reconfigurations will be undertaken on the authority of the program manager, rather than the
operator. These reconfigurations are potentially safety critical.

A configuration of an IMS, also known as a blueprint, is a particular assignment of applications to processing
partitions. This assignment is used by the Operating System to provide services to the applications. For each existing
configuration, there are potentially a very large number of possible next configurations only a small number of
which preserve both the safety and the desired functionality of the system. This relationship between one
configuration and another can be considered as a graph, with each node a possible configuration and each transition
a reconfiguration triggered by some health or mode change. The graph is typically calculated in advance with a
heuristic optimization algorithm (refs. 11-12). The IMS for a particular set of equipment and applications is
deployed in an initial configuration with a graph data structure that encodes the possible configuration changes that
it may undergo.

The staged product-line process in figure 2 can be applied to the IMS technology in figure 3 by considering the
deployment of the specialized configuration to be the same as the deployment of the IMS for a particular set of
equipment and applications. The result is shown in figure 4. The two lanes on the left of the diagram represent the
pre-deployment activities — selecting the right equipment list and application functionality, and creating a set of
blueprints for that system according to the necessary safety constraints. The remaining two lanes represent the
system in operation, with the operator taking responsibility for authorizing suggested configuration changes, and the
general program manager enacting the required change according to some safe reconfiguration scheme.
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Figure 4 — IMS As a Product-Line Process

The process-based representation used here identifies the key dependencies between the IMS configuration concept
and the environment needed to support the technology in operation. For example, the product-line approach clearly
indicates the different contexts in which offline configuration calculation and post-deployment configuration
calculation take place. They both perform calculations based on a given set of equipment and applications, but all
post-deployment configuration activities are performed by the operator (e.g. pilot) and the GPM system based on the
available health and mode data.

IMS Evolution

There are a number of different ways in which the use of IMS technology can vary. It is expected that the IMS
approach will generally move from less flexible configuration schemes to more flexible ones. In the introduction, six
different factors were listed that are expected to influence the way IMS technology is used and supported. It would
be beneficial to design IMS support environments and implementation components so that the impact of these
variations is minimized - hence our interest in product lines in this paper. To derive recommendations to achieve
this, each of the different factors is applied to the staged product line IMS process given in Figure 4.
Recommendations that limit the impact of changes to those factors on the components of the staged product line
IMS process will generally help to reduce the cost and risk associated with IMS development. The rest of this
section generates such recommendations for each of the six variation factors.

Functional Integration: The integration strategy for software has a profound effect on the architecture and on the
way the different parts of the functionality are allocated to applications. This equates to a different set of
applications as input to the configuration process. Hence, changes to the functional integration of the system will be
better isolated if the same configuration process can be used regardless of the type of integration used. This includes
aspects such as the application description language.

In the fire and smoke detection system, one way in which the integration could change would be to centralize the
activity that correlates sensor data and built-in test data to build an accurate model of detected events. This would
allow the system to place that functionality at the nodes that are least vulnerable to damage from any detected fires.
A flexible mapping between functionality and network nodes would be an important part of the application
description language here.

Segregation: A logical partition segregation scheme will require support from a global initialization system, to
initialize the virtual partitions and allow for partition restarts. The change to the initialization process could impact
on the interface used in bootstrapping equipment and drivers used inside partitions.

To reduce this change impact, the initialization interface for all software components should support initialization
within any planned partitioning scheme. For the fire detector, there is little need to segregate any of the
functionality. Some built-in test maintenance management functions could be partitioned off separately, but the
requirement for a consistent initialization interface would remain regardless of the type of functionality being
partitioned.



Cardinality: The expectation is that IMS hardware will be used with a single configuration to demonstrate its
viability, then multiple-configuration systems will be made available as the technology gains more widespread use.
This will have an impact by eliminating the need to store any configuration graph for reconfiguration. However to
ensure that configuration infrastructure is also viable, a configuration graph should be included from the beginning.

The interface between the program manager and the configuration graph should be constructed so that it is not
sensitive to the number of available configurations; it should also not be overly inefficient to use the interface when
there is only one configuration. This advice is applicable to the fire and smoke detector example in general terms;
some advanced configurations may be possible if there is redundancy in the CAN bus connections for the sensors,
for example — this in addition to the ability to locate the monitoring functionality in a safe location.

Reconfiguration: There are a number of factors that are expected to influence the reconfiguration process rather
than the generated configuration. There may be an opportunity to perform some of the heuristic calculations during
online reconfiguration, rather than pre-calculating all of the possible configurations. However, it may only be
appropriate to attempt this calculation while the aircraft is on the ground. Similarly, the system may only be trusted
to a certain degree, such that reconfiguration calculation is restricted to a set of predefined known safe
configurations during take-off and landing maneuvers.

This influences both the configuration graph and the process of determining and authorizing a new configuration. A
mode-sensing component should be included to map between operational modes and failures and the types of
configuration calculation and authorization that may be used. This encapsulates knowledge about the relationships
between particular modes and failures and the reconfiguration process. In the fire and smoke detector system, there
is no indication that any of the configuration changes would be based on operational modes; nevertheless, it would
be wise to allow for the possibility in the software structure.

Recovery: Partition recovery may be required unless the application software is assessed sufficiently to show that it
is unnecessary. The partition recovery process must be included as part of the reconfiguration process; that is, the
program manager must be made aware of the ability to restart partitions. A configuration graph component must be
able to represent failed partitions and partition-restarting configuration changes. It should also take into account the
history of partition restarts, to avoid continually restarting the same partition or restarting multiple partitions
simultaneously.

To account for these characteristics, the description of a configuration must include partition failures and restarts,
and the configuration calculation process must have an interface to access the partition restart history of the system.
One particular reconfiguration scenario is especially important to consider, in which the system configures to avoid
a problem, then later configures back to the original configuration and the problem recurs. If this were to happen in
rapid succession, the opportunity to carry out regular functionality would be compromised.

Discovery: The configuration discovery process is expected to begin with a simple static graph structure, a known
start state, and an emergency safe state. The emergency safe state will be independent of the main graph structure.
As the system becomes more complex, there may only be a static graph for the first few reconfigurations, and for a
number of stages before the final system configurations in the graph, with the intermediate transitions calculated
online. The final stage will involve only a known start and end point, with the full graph calculation algorithm
deployed to the GPM.

The interface to the graph structure should cater for each of these situations; in particular, it should be possible to
specify a time-limit for any calculation. This relates back to the need to identify the maximum time for any given
reconfiguration.

Conclusions and Further Work

In this paper, the concept of staged configuration in product lines has been applied to the domain of integrated
modular systems. An interface between two stages was proposed, and mapped to the deployment of a dynamically
re-configurable IMS. The model was used as a focus for the discussion of change impact minimization strategies for
six particular types of change expected in the evolution of IMS technology. A simple example was used to help
explain the discussion of the following recommendations:



e The same configuration process and language should be used, regardless of the functional integration
approach.

e The initialization interface for all software components should support initialization within any planned
partitioning scheme.

e The system should always carry a configuration graph component, with an interface to the program
manager that it is not sensitive to the number of available configurations; it should also not be overly
inefficient to use the interface when there is only one configuration.

e A mode-sensing component should be included to map between operational modes and failures and the
types of configuration calculation and authorization that may be used. This encapsulates knowledge about
the relationships between particular modes and failures and the reconfiguration process.

e The description of a configuration must include partition failures and restarts, and the configuration
calculation process must have an interface to access the partition restart history of the system.

e The interface to the graph structure should cater for different (preconfigured vs. online calculation)
approaches to configuration calculation; in particular, it should be possible to specify a time-limit for any
calculation.

A particular concern, aside from technological stability, is the need to perform safety analysis that covers all of these
various configurations. This is potentially the biggest impediment to the adoption of dynamic configuration
strategies in safety-critical applications. The staged configuration model gives some insight into the problem; the
binding time for decisions will move to later parts of the lifecycle, and so the safety case for the system as deployed
must cover more configuration possibilities.

There is clearly much work to be done in this area; the following points identify the key research themes:

Incremental Analysis: Analyze the nodes and transitions of the configuration graph to identify those nodes for which
a full safety analysis is needed, and those nodes that are similar enough that an incremental approach (ref. 20) is
justified. Some related work in product-line safety (refs. 21-22) may help to target such an incremental technique.
There may also be some value in incremental analysis of changes to the configuration graph itself.

Authority: Analyze the configuration graph to determine the authority needed for each reconfiguration, and
demonstrate that the implementation upholds that authority, and that that authority is correct for the configuration of
the system.

Strategy: The software is structured as a number of applications, and these applications may contain threads that
negotiate over shared resources. How does the system safely negotiate reconfigurations of such applications? AADL
(ref. 23) provides one way of addressing this problem, but there may be specific concerns for IMS that are not
directly addressed in that work.

Dormancy: Equipment that is intended for use as a redundant fallback should not be left dormant until required;
instead, the overall dormancy of the configurations across a number of missions should be minimized. The
configuration calculation system must respect this type of requirement.

Repair: Equipment may be repaired, allowing the system to return to an earlier configuration. However, there are
safety implications in trusting that the repair really has occurred, and in avoiding an oscillation between
configurations because a device appears faulty in one configuration and working in the configuration reached
because of that fault.
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